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1993-2000: platform and network
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2000-now: web services, third
parties, ecommerce, BYOD

Outsourcing, ecommerce, BYOD ’
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2010-now: cloud computing
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Cloud, outsourcing, ecommerce, BYOD
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2015-now: cyber-physical systems

Cloud, outsourcing, ecommerce, BYOD
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Future: Al, Pervasive Robotics, loT,
Bigdata, Blockchain

Cloud, outsoucing, ecommerce, Blockchain techs, Social, ........
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Where Cybersecurity is in this picture?

Cloud, outsoucing, ecommerce, BYOD, Blockchain techs, Social, ........
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Where Cybersecurity is in this picture?

Cloud, outsoucing, ecommerce, Blockchain techs, Social, ........

|

EVERYWHERE
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Every piece/layer is concerned by
cybersecurity

* CPUs * Enterprises

e Software * Processes:

* Smart devices —Design

e Computers — Organization
e Humans * Supply Chain

* Contracts
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Indyref2 LSE Comment

Home About Contribute Latest GE2017

wannaCry: the ransomware attack on the NHS and what we can

learn from it
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The global malware infection < computers in over 48 NHS

wannaCry spread acros
organisations in May 201 7, raising questions about how protected NHS data are- Matt
ow theseé attacks happen and writes that, although healthcare

willis explains h
orgam'zations are a prime target, it is unlikely that the NHS was deliberately attacked.

W
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Wannacry components

— EternalBlue: allow to execute arbitrary code in a
target machine employing SMBv1 — Server Message
Block. EthernalBlue exploits (CVE-2017-0144)
Microsoft Windows vulnerability

— DoublePulsar: backdoor uploaded through
EthernalBlue that run in kernel mode and it allows

to upload and run a third software component (the
cryptolocker in wannacry)
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Microsoft ® Windows
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ETERNALBLUE -here is a Oday exploit
successfully getting RCE on Windows 2008
lash: SHAZS® SP1 (x64) via SMBv2 #0day from FUZZBUNCH

<< Command Prompt - fb.py
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First victim First victims seen Infected devices

identified, Asian in Continental seen in 72% of all
ISP Europe & UK Asian ISPs
7:44 UTC 10:05 UTC 12:39 UTC
8:16 UTC 10:08 UTC 15:28 UTC
. - . Victims found in Infection spread to
F'rsLta\;:ﬁtTns] eSrie:an n top Brazil & 65% of Latin America
Argentina ISPs ISPs
End of Support Microsoft Wannacry
A patch for spreading
Feb 2014 SMB 12 May 2017
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Up to 15 years of vulnerability

Microsoft
patch for
SMB

14 March 2017

Potential use of EthernalBlue by Equation Group
1 !
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Global Market
VS
Domestic Protection

« Economic interests are domestic
interests and as such protected by each
country

» Cyber Security National Strategies
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Major Risks in 10 Years

« New systems and infrastructures are created
with the same weak development processes

« Cyberspace continue to grow in value,
complexity, diversity, and scale

» Traditional companies are becoming IT-
intensive (industry 4.0)

« Human resources are constrained by a
growing gap in cybersecurity workforce size,
diversity, capabilities, and agility
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Reverse the Asymme
Advantages of the Atte

ry

cker

« identifying vulnerabilities and developing
Wways (o explmt them iS faster than the

These asymmetnes must be reversed
and this is a call to the research

community

current attribution capability
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Increasing the cost to adversaries

increasing risks and uncertainty for
potential adversaries

components, systems, users, and critical
infrastructure resisting efficiently to
malicious cyber activities

efficiently detect, and even anticipate
adversary decisions and activities
dynamically adapt by efficiently reacting to
disruption, recovering from damage,
maintaining operations under attack
thwarting similar future malicious activity

From “FEDERAL CYBERSECURITY RESEARCH AND DEVELOPMENT
STRATEGIC PLAN ENSURING PROSPERITY AND NATIONAL
I SECURITY”, NITRD, US 2016
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Critical Dependencies for
efficient cybersecurity

» Scientific foundation

- Effective Risk management
 Human aspects

» Technology transfer

» Cybersecurity workforce

» Research infrastructure
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A closer look at:
Scientific foundation

formal comprehensive theories including
dguantifiable defense, systems and adversaries
innovative and principled design
methodologies that are measurable and
efficiency provable

Are we eliminating old vulnerabilities faster
than we are creating new ones?

reasoning frameworks to anticipate threats in
disruptive technologies
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Examples of multidisciplinary

challenges

 Forensic techniques robust enough
to preserve evidence suitable for use

in le

gal proceedings

« High-confidence attribution in real-
time (from technical attribution to
legal sanctions)

e Inte

ligence operations over internet

EEEEEEEEEEEEEEEEE

nticipate attacks
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Use of computer science to
thwarting attacks at the

domestic system in the
physical and logical domain
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Use of computer science to
thwarting attacks at the
domestic system in the
physical and logical domain
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Cybersecurity National Laboratory aims to establish a research and academic asset
for Italy spread through the territory. The Lab works towards a cybersecurity technical
workforce creation, selection and training of cybersecurity talents, establishing
national and international cooperations for information sharing. and the consolidation
of a multidisciplinary domestic cybersecurity community. Cybersecurity National
Laboratory is actively engaged in a number of scientific on-the-edge large projects
on different aspects of the cybersecurity domain.
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Building a Cybersecurity

Digital Supporting private sector

Trasformation Supporting citizen
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Implementing a national capabilit
means creating critical mass national
R&D organizations
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Structuring a long lasting national
plan with precise objectives and
adequate resources

Protect

Deter | N

Building capacity |
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National model of development

' Enabling horizontal actions

Enabling technology transfer

Enabling international collaborations

Enabling industry support |
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Enabling horizontal actions
PUBLIC RESEARCH PRIVATE

0
Rap ;porto CLUSIT: i1 2016 & stato un ann

0"‘ “e per ‘a s|cure113 esciuta del 117% € gl At acchi di phishing €

ormaz
nct el 2016 la guerra delle nfor
Secondo il nV pro 166%

soc:al engine!

Cyber Securlty National Lab



F : :
nabling horizontal actions

EC13

N CYBERSECUR\TY

TASEC1/

N CYBERSECURITY

ITAS

ITALIAN CONFERENCE O
n, 6-9 February 2018

NFERENCE O

|TALIAN CO
_»0 January 2017

Venice, 17
SEr Universita cni '
BN Ty Ca'Foscar\ S(ybersecurity M‘\'a
National Lab e
e : FIND OUT MORE

B2 ‘
wdF \lenezid

Community Building
~ Awareness Campaigns

ISYBER INTELLIGENCE
ND INFORMATION

SECURITY CENTER m
Q;t( o o
) oARENZA '
\ s % (yber Security National Lab



Enabli .

B bling horizontal actions
RESEARCH PRIVA

TE |

: E
Common Language

2 0»‘ S . Jtalian
Cyber Security Report
U rk Nazionale per

n Framewo
la Cyber Secunty



Enabli
N .
S horizontal acti

» —
o~
A I

,/“

N §
DRI
- :\L\/A "E

J
)
)

0N Ld

. ivgs‘uédi Saplenza” © rea magistra
di udlosicaraﬂe : un'offerta dldat\Ica nlerd!saphnareeche
a statisti delle sc! scienze 9! gluridi onomiche €
rotezioné contro cyber-

in
?:f;‘; 9 erta in talia. |
or(; lie contt ibuti dellinforma ringegnefi it
anizative insieme @ con re
, oscenze Sy
atacch. specifiche dei principal domini app! plicativ di PO
In par\ico\are |a laured i i
lare, magistrale " Cybersecum offre onali, i
tecno\ogmo sia organizza(‘wo sia normativo. necesiane pij g:fri\r:ze:;eezpfissonah, o Qal et vy
analisi © go' no della sicurezzd di sistemi ed informazio™ rlxelrsmn::: r:reicof gro ure mts;?:l:;
ofmp\eg _organizzare la_ prot ione cyber-aﬂacchi, attuare i process i di gesuo e degl mci;nh
in ormahc, tire il .rec rq m caso j attacco avvepu!o col 110eSS0: sviluppare attra averso M eiodo\og»e
avgnzate re SiC , infine p drare gli aspet legatl all sicurezzd 2 di siste™ uem(ormaz.on
Jrinter™ \itic endall gl ischic
forte fasi Y un jone deaphnare ja t jogica. 5@ juridic nomica caratteniz
© el conten della 12u® gitrale Joersec” prima I alia 20 Off® atine© 9 %
1t i i irizzati \['ethiC King: anals! di digitd (orenstcse
ya In glesé: offre 18
processe

King ©
o delld sicure
namente ledf
sys\eﬂ‘S

La
{unicita dei ©
percors® atament® B izzante:
secun'ty govemance.
; teed ysivame” (e m jing
a inC bersecurim erogatd comple! etame 5cus|v dmerm
udio indifi i 2 formare professiomst (t erizzal da co! mpete
stes o Sofd’ ‘
elico: nahsud jware: aSpem‘ ‘
e m(o(ma\»ca. Gl
ati ala '

La |aure:
orientd t
b g eg ati &
i o inc! deran” no ¢ ovemanc
o C"l"l ati alld cybetsecumy critt raha. d‘g"a‘ f°'e °| Tcg 3% oment stre
idici 092" ogann poi araﬂeﬁzzall oo T ec::o;olgy dmanagem Buomem o
: mlcs = y
" Manad® i, E00"7 gecurtt Neti sty
M s, D" ta an ' p ZA
\S\QN Hmr\\

ational Lab




Enabling technology transfer
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Enabling technology transfer
PUBLIC RESEARCH PRIVATE

Public Private partnership ;
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Enabling Technology Transfer
PUBLIC RESEARCH PRIVATE

Data center consolidation
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Digital Transformation projects

R&D organizations
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Enablmg Technology Transfer
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Enabling technology transfer
PUBLIC RESEARCH PRIVATE

I
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Startup & Patents

Digital Transformation projects

R&D organizations
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Enabling technology transfer
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Revisionato 31/5/2017

Indirizzo operativo 1 - Potenziamento delle capacita

di intelligence, di polizia e di difesa civile e militare........................

Indirizzo operativo 2 - Potenziamento dell’organizzazione
e delle modalita di coordinamento e di interazione a livello

nazionale tra soggetti pubblici e privati.................o

Indirizzo operativo 3 - Promozione e diffusione della cultura

della sicurezza informatica. Formazione ed addestramento ..........

Indirizzo operativo 4 - Cooperazione internazionale

B @S CIEAZION ettt ettt e e ettt e e e e e e et e e e et e e e e e

Indirizzo operativo 5 - Operativita delle strutture nazionali,

di incident prevention, response e remediation...................................

Indirizzo operativo 6 - Interventi legislativi e compliance

con obblighi internazionali ...

Indirizzo operativo 7 - Compliance a standard e protocolli

o [ Tel0] ¢ =< U TR

Indirizzo operativo 8 - Supporto allo sviluppo industriale

€ LCNOIOZICO vttt
Indirizzo operativo 9 - Comunicazione strategica e operativa ....
Indirizzo operativo 10 — RiSOrse .........ccccoeiiiiiiiiiiiiiininieiiiiiiis

Indirizzo operativo 11 - Implementazione di un sistema di

cyber risk management nazionale .................ccooiiii




National committee for cybersecurity research and %
the National Lab of Cybersecurity will support the
creation or the enpowering of the following .
“entities” and “operations” declared within the "
Italian Operational Plan:

 Centro diricerca Nazionale in Cybersecurity -

PIAN

xx ® Laboratorio di crittografia Nazionale

ELA

--------

o R o -

* Centro di Valutazione e Certificazione
eCERT -
e CIOC

* Cyber Range
e Startup creation and venture capital = = ==Z% ==
* Formazione |
* National distributed ledger

cyber risk management nazionale ...............coooiiiiiiiiiiiii




