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•  ANSA	
•  CORBA	 Middleware	•  Publish-Subscribe	

•  RPC	
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EVERYWHERE	



Every	piece/layer	is	concerned	by	
cybersecurity	

•  CPUs	
•  SoYware	
•  Smart	devices	
•  Computers	
•  Humans	

•  Enterprises	
•  Processes:	

– Design	
– Organiza:on	

•  Supply	Chain	
•  Contracts	



WANNACRY ATTACK (MAY 12 
2017) 



Wannacry components 

–  EternalBlue: allow to execute arbitrary code in a 
target machine employing SMBv1 – Server Message 
Block. EthernalBlue exploits (CVE-2017-0144) 
Microsoft Windows vulnerability 

–  DoublePulsar:  backdoor uploaded through 
EthernalBlue  that run in kernel mode and it allows 
to upload and run a third software component (the 
cryptolocker in wannacry) 
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OBSERVATIONS 
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Up to 15 years of vulnerability 

Windows XP 
including SMB 
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Potential use of EthernalBlue by Equation Group 

End of Support 
Windows XP 
Feb 2014  

Shadow Brokers 
Leak Oct 2013 



Wannacry 
spreading 
12 May 2017 
 

Shadow 
Brokers Leak 
14 April 2017  
 

21 April-27 
April 

Use of EthernalBlue by any cybercriminal, state actor etc 



Wannacry 
spreading 
12 May 2017 
 

Shadow 
Brokers Leak 
14 April 2017  
 

21 April-27 
April 

Use of EthernalBlue by any cybercriminal, state actor etc 

malware	development	:me	through	
weaponized	exploit		is	around		2	days,	if	the	
exploit	is	not	weaponized,	the	weaponiza:on	

could	take	3-5	days		
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Global Market  
vs  

Domestic Protection 

•  Economic interests are domestic 
interests and as such protected by each 
country 

•  Cyber Security National Strategies 
 



Cyberspace Protection is a 
necessary condition for the 

independence and the economic 
prosperity of a nation	

Cyberspace 
Economy 



Major Risks in 10 Years 
•  New systems and infrastructures are created 

with the same weak development processes  
•  Cyberspace continue to grow in value, 

complexity, diversity, and scale  
•  Traditional companies are becoming IT-

intensive (industry 4.0)  
•  Human resources are constrained by a 

growing gap in cybersecurity workforce size, 
diversity, capabilities, and agility  



Reverse the Asymmetry 
Advantages of the Attacker 

•  identifying vulnerabilities and developing 
ways to exploit them is faster than the 
lifecycle of developing and deploying fixes 
for those vulnerabilities 

•  attacking up to billions of PC from a single 
PC using all the anonymity systems that 
the Internet can provide is much  ahead of 
current attribution capability 

These asymmetries must be reversed 
and this is a call to the research 

community  



Increasing the cost to adversaries 
 •  increasing risks and uncertainty for 

potential adversaries  
•  components, systems, users, and critical 

infrastructure resisting efficiently to 
malicious cyber activities  

•  efficiently detect, and even anticipate 
adversary decisions and activities 

•  dynamically adapt by efficiently reacting to 
disruption, recovering from damage, 
maintaining operations under attack 

•  thwarting similar future malicious activity  
From	“FEDERAL	CYBERSECURITY	RESEARCH	AND	DEVELOPMENT	
STRATEGIC	PLAN	ENSURING	PROSPERITY	AND	NATIONAL	
SECURITY”,	NITRD,	US	2016	



Critical Dependencies for 
efficient cybersecurity 

•  Scientific foundation  
• Effective Risk management 
• Human aspects  
• Technology transfer 
• Cybersecurity workforce  
• Research infrastructure 



A closer look at: 
 Scientific foundation 

•  formal comprehensive theories including  
quantifiable defense, systems and adversaries 

•  innovative and principled design 
methodologies that are measurable and 
efficiency provable 

•  Are we eliminating old vulnerabilities faster 
than we are creating new ones?  

•  reasoning frameworks to anticipate threats in 
disruptive technologies 

•  metrics for evaluating success or failure 



Examples of multidisciplinary 
challenges 

•  Forensic techniques robust enough 
to preserve evidence suitable for use 
in legal proceedings 

•  High-confidence attribution in real-
time (from technical attribution to 
legal sanctions)  

•  Intelligence operations over internet 
to anticipate attacks 
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WHAT A COUNTRY SHOULD DO 



Building a Cybersecurity 
capability 

Cyber intelligence 

Cyber defense  

Cyber crime 

Supporting private sector 

Supporting citizen 
Digital 
Trasformation 
Project 

Supporting PA 
Implementing a national capability 

means creating critical mass national 
R&D organizations 



Structuring a long lasting national 
plan with precise objectives and 

adequate resources 

Protect 

Deter 

Building capacity 



PUBLIC	 RESEARCH	 PRIVATE	

National model of development 

Enabling horizontal actions 

Enabling technology transfer 

Enabling international collaborations 

Enabling industry support 
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Workforce	
Common	Language	
Community	Building	
Awareness	Campaigns	

Enabling horizontal actions 



PUBLIC	 RESEARCH	 PRIVATE	

Enabling technology transfer 



PUBLIC	 RESEARCH	 PRIVATE	

R&D	organizaPons	

Public	Private	partnership	

Enabling technology transfer 
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PUBLIC	 RESEARCH	 PRIVATE	

R&D	organizaPons	
Digital	TransformaPon	projects	

Enabling Technology Transfer 

Data	center	consolidaPon	
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PUBLIC	 RESEARCH	 PRIVATE	

R&D	organizaPons	
Digital	TransformaPon	projects	

Startup	&	Patents	

Enabling technology transfer 



PUBLIC	 RESEARCH	 PRIVATE	

R&D	organizaPons	
Digital	TransformaPon	projects	

Startup	&	Patents	
Financial	leverage	

Enabling technology transfer 
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Na:onal	commidee	for	cybersecurity	research	and	
the	Na:onal	Lab	of	Cybersecurity	will	support	the	
crea:on	or	the	enpowering	of	the	following	
“en::es”	and	“opera:ons”	declared	within	the	
Italian	Opera:onal	Plan:	
•  Centro	di	ricerca	Nazionale	in	Cybersecurity	
•  Laboratorio	di	cridografia	Nazionale	
•  Centro	di	Valutazione	e	Cer:ficazione	
•  CERT	
•  CIOC	
•  Cyber	Range	
•  Startup	crea:on	and	venture	capital	
•  Formazione	
•  Na:onal	distributed	ledger	


