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Motivation
Scenarios In crisis management

system
validation

* Added-value to stakeholder

Method and [‘ New methods, models, tools J

* Fully play with computer models

* What-if analysis and consequence

* Slow evolving threats
analysis

>

Partly for Training

operation
mode mode
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Motivation
A common vocabulary to describe crisis scenarios

understandable by humans + computer

Common vocabulary for crisis scenarios >
S

Complex to
develop:

Insufficient Low inter-
reusability: operability:

1) crisis managers
2) domain experts
3) system engineers

1) Adapt to new 1) Heterogeneous
projects software systems
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Vorführender
Präsentationsnotizen
Crisis managers, do-
main experts and system engineers have different backgrounds => difficult to communicate on the natural language level
Improved re-usability of well-developed and validated scenarios
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Essential elements in crisis scenarios

Mechanism

needed as
* Dynamic behaviours Storvli q glue!
* What could happen, conditional O'ifyvlennetsan
* Threat models
* Infrastructure models
Consequence Domain
Analysis Models

* Algorithms: Input-output-model

e+

* Societal and economic impacts }

Rescue forces, police, hospitals,
and ambulances, etc.

Response
and
iti ' Resources
Mitigation
Actions * Evacuation, distribute rescue
forces
\* Adjust contingency plan ) °
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Vorführender
Präsentationsnotizen
A storyline describes the dynamic behaviours of a crisis scenario.
It consists of a sequence of predefined events with time stamps describing
what could happen at a certain time point during the scenario execution

A crisis scenario involves multiple domains like critical infrastructures,
(e.g. power network, telecommunication system, and railway transportation,
etc.), the weather conditions (e.g. wind, humidity, heavy raining,
etc.), and threats (e.g. earthquake, flooding, derailment, etc.).


A crisis scenario may contain numerous categories of resources like rescue
forces, police, hospitals, and ambulances, etc.



Consequence Analysis (CA) is the entire computer-based
process of assessing and evaluating impacts caused by threats and their cascading
effects between critical infrastructures





SDL - The Scenario Description Language
Overview

\
‘ Declarative language with syntax checking

{
‘ Web-oriented Design
|

|
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Vorführender
Präsentationsnotizen
More precisely, SDL provides a JSON
schema that can verify the validity of a serialised JSON object describing a
crisis scenario.

Declarative: What instead of how!




SDL - The Scenario Description Language

Examples
"model": [{
"domain":"power". l
ne periodic_events: [{
ny name: OpenTrack step simulation, l
ng interval T -
b event:l ugyent_id": "E0O1",
— YYPE"  wgitlen: "$E001"
payloa }
comm
"typ "internationalisation": {
tor wgE001": {
¥ "en": "A train derails in the city of Emmerich.",
¥ "de": "Ein Zug entgleist in Emmerich."
}, {// mor }
—

¥
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Vorführender
Präsentationsnotizen
More precisely, SDL provides a JSON
schema that can verify the validity of a serialised JSON object describing a
crisis scenario.

Simulation time and Real Time




SDL ecosystem
Software Tool Support

Scenario Executor Collaborative
Graphical User

e Computer program Interface
that interprets a given

SDL file * HT_IVIL5-based Web
e Functionalities like application

start, stop, pause and * Collaborative training

continue, etc. * Advanced what-if

analysis and
Ssphisticated GIS
support

Scenario Editor

* Speed up SDL-based
scenario generation

* Scenario element
creation

* Automatic syntax
checking
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SDL ecosystem
Functional blocks of the scenario editor

SDL Scenario Editor |

Resources Storyline Periodic Conditional
Events Events Events

Meta WMS/WES Domain DB
information configuration configuration configuration
JSON JSON C JSON )
schema validation serialisation
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SDL ecosystem

Screenshot of the scenario editor
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Case study and future work
Case study

1" " . 5 CIPRTrainer What-if Analysis Signout -
meta": _ & |

e

(TR
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Control

"simul
1, "mod

Action

Crisis Management Actions

First Responder Actions

Performed actions

' 10:28:00 Initial State

® 10:35:00 CMA:Inform the public by
sending action forces with speakers
and sirens

Simulation Control

1 Stop Training Session
1 &

[ Scenario-Time

!H—'
=

\ Real time: 14:03:32

Scenario-Time: 11:43:53
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Vorführender
Präsentationsnotizen
The location where the derailment occurs is in the city Emmerich am Rhein
in Germany. The complete scenario, which contains a short time period before
the derailment happens, starts at 2015/03/05 10:28:00 local time.


Case study and future work

Future Work
g To facilitate scenario h g Publish SDL for community h
development and validation use
in a more user-friendly way e Publish the simulation API
* Integrated development and example for more

environment for scenario domain-specific simulator

generation, test and e Provide a cloud-based

publication platform for different
projects sharing validated
scenarios

Envisioned
European
Scenario Database

Better tool

support

\

CRITIS 7=
01 ~ Fraunhofer

1AIS



Vorführender
Präsentationsnotizen
Dev Ciso is not difficult, or at least not that difficult
Convincing people to use it is more difficult

Attract people to get involved is to improve tool support
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