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What is SCADA?

» Supervisory Control And Data Acquisition

* An Industrial automation control system running our
modern industries, including critical infrastructures

— Power stations

— Transportation systems
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A simple SCADA architecture
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Characteristics of SCADA traffic
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Characteristics of SCADA traffic
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Characteristics of SCADA traffic

 Stable communication patterns = smi  workstations  Sservers

« SCADA master retrieves data |
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Characteristics of SCADA traffic

 Stable communication patterns “'IV" W°f'<5;a“°"s Se“;ers

« SCADA master retrieves data |

SCADA

from field devices by polling Master

Communication
Network
— Siemens S7, Modbus and
RTU — RTU RTU
IEC-104 ‘ B
—— actuators actuators

actuators

* Some protocols allow
asynchronous messages

« SCADA-specific protocols
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Threat Model

» Targeted attacks may contain only valid
commands/messages

— Flooding attack
— Injection attack

— TCP-sequence prediction attack

« All these attacks may cause timing anomalies
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Our approach

« Timing-based anomaly detection
— Inter-arrival times of repeated messages
« Sampling distribution of
— Sample mean
—average of observations in a sample set
— Sample range

—difference of maximum and minimum
observation in a sample set
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Sample mean & sample range

* Sample mean * Sample range
* Can detect shiftof ¢ Can detect change
central tendency of dispersion
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Flooding attack & mean model
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Injection attack & mean model
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Injection attack & range model
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Prediction attack & range model

Dropped attack message
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Prediction attack & range model

Dropped attack message
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Prediction attack & range model
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Prediction attack & range model
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Prediction attack & range model

Dropped attack message
Normal message pp _________ &

] ) o P
Attack message |:| |:| |:| I l |:| . Dropped normal message
I i i i i E_E S |

Upper Limitation

Lower Limitation

II LINKOPING
@ UNIVERSITY



Anomaly detection workflow
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Anomaly detection workflow
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Anomaly detection workflow
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Anomaly detection workflow
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Datasets

Modbus RTU- from actual building ventilation system

— Synchronous request-response communication mode
Siemens S7-simulated in 4SICSLab

— with real Siemens devices

— Synchronous & asynchronous messages
IEC 60870-5-104 (IEC-104)- from our emulated testbed

— Synchronous & asynchronous messages
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Periodicity of request-response events
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|[EC-104 events

IEC104 Spontaneous Events
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Overview of Selected Events

Modbusl-req/res EXEVS 59.9 5984

Modbus2-req/res EXEVS 297.9 25.1 1197

S7-req/res 14 hrs 1.0 0.014 53189

IEC104-spont 24 hrs 4.9 2.9 16831

II LINKOPING
L UNIVERSITY



27

Overview of Selected Events
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Evaluation

number of false alarms

— (0)
FPR= number of windows without attacks (/0)
number of true alarms
— )
IPR number of windows with attacks (/O)
number of detected attack events
ODR= (%)

number of attack events
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Detection Accuracy

Flooding Injection Prediction

Mean Range Mean Range Mean Range
TPR FPR TPR FPR ODR TPR FPR TPR FPR ODR TPR FPR TPR FPR (DR
S7-req 999 001 5915 084 100 96.25 001 100 089 100 012 0 906 089 9981
ST-res 9995 021 5641 113 100 9666 02 9958 116 100 023 02 9109 115 99.51
Modbust-req 99.84 0 9969 113 100 8333 0833 116 1200 0 0 928 1.36 99.19
Modbusl-res 9983 0 9968 115 100 8333 08333 12 100 0 09193 14 99.19
Modbus2-req 9983 0 100 0 1008312 0 1200 0 1200 495 0 1200 0 100
Modbus2-res 99.83 0 100 038 100 8312 0 100 038 100 495 0 100 032 100
104-spont 9888 042 9814 114 100 247 042 37 116 1333 28 04 7244 111 9289
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Detection Accuracy

Flooding Injection Prediction
Mean Range Mean Range Mean Range
TPR FPR TPR FPR ODR TPR FPR TPR FPR ODR TPR FPR TPR FPR (DR

ST-req 9999 001 59.15 034 1001 9.25 001 100 089 100 012 0 906 089 99.81
S7-res 9993 021 5641 113 02 958 116 100 023 02 91.09 115 9951
Modbusl-req| 99.84 0 9969 113 08333 116 1200 0 0 9286 136 99.19
Modousl-res | 9983 0 9968 115 08333 12 1200 0 09193 149919
Modous2-req| 9983 0 100 0 0 1200 0 100 4% 0 1200 0 100
Modbus2-res [ 99.83 0 100 0.38 0 100 038 100 4% 0 100 032 100

104-spont | 96.68 042 9814 114 100 247 042 37 116 1333 28 04 7244 111 9289
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Detection Accuracy

Flooding Injection Prediction

Mean Range Mean Range Mean Range
TPR FPR TPR FPR ODR TPR FPR TPR FPR ODR TPR FPR TPR FPR (DR
S7-req 9996 001 59.15 084 100[ 9625 0.01] 00| 089 100/012 0 906 089 991
ST-res 9995 021 5641 113 100{ 96.66f 02]99.58| L16| 1001023 02 91.09 115 99.51
Modbusl-req 9984 0 99.69 113 1100|8333 08333 L16f 100f 0 0 9286 136 99.19
Modbusl-res 9983 0 99.68 115 1100|8333 08333 12f 1200f 0 0 9193 14 99.19
Modbus2-req 9983 0 100 0 10018312 0f 100 0} 1200495 0 1200 0 100
Modbus2-res 9983 0 100 038 100183.12) 0f 100) 0.38| 1004495 0 100 032 100
104-spont 9888 042 9814 114 100 247 042 37 116 1333 28 04 7244 111 9289
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Detection Accuracy

Flooding Injection Prediction

Mean Range Mean Range Mean Range
TPR FPR TPR FPR ODR TPR FPR TPR FPR ODR TPR FPR TPR FPR (DR
S7-req 999 001 5915 084 100 96.25 001 100 089 100 012 0 906 089 9981
ST-res 9995 021 5641 113 100 9666 02 9958 116 100 023 02 9109 115 99.51
Modbust-req 99.84 0 9969 113 100 8333 0833 116 1200 0 0 928 1.36 99.19
Modbusl-res 9983 0 9968 115 100 8333 08333 12 100 0 09193 14 99.19
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Detection Accuracy

ST-req
S7-res

Mean
TPR  FPR
9996 0.1
9995 021

Modbusl-req 9984 0
Modbust-res 99.83 0
Modbus2-req 9983 0
Modbus2-res 9983 0
104-spont ~ 98.88 042

Flooding Injection Prediction

Range Mean Range Mean Range
TPRFPR ODR TPR FPR TPR FPR ODR TPR FPR TPR FPR ODR
595 084 100 96.25 001 100 089 10 0 906 089 9931
541 113 100 96.66 02 9958 116 10 02 9109 115 9951
9969 113 100 8333 08333 116 10 0 9286 136 99.19
9968 115 100 8333 0833 12 10 09193 14 99.19

100 0 1200812 0 100 0 10 0 100 0 100

100 038 1008312 0 100 038 10 0 100 032 100
9814 114 100 247 042 37 116 133 04 7244 111 92.89

33

LINKOPING
UNIVERSITY



Detection Accuracy
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Mean
TPR  FPR
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Conclusions

« Timing-based anomaly detection shown to be
promising

 Identified the need for more complicated timing
models for modern protocols such as IEC-104
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Questions?
Paper 37
chih-yuan.lin@liu.se

WWW.rics.se
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