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Water supply and distribution cybersecurity

SECUREWATER project, presented by BV TECH together with NITEL Consortium and Israeli 
company IOSIGHT, has been granted funding by the Ministry of Foreign Affair and International 
Cooperation within the industrial cooperation agreement between Italy and Israel.

The project aims at improving cybersecurity of industrial control system used in the water 
distribution sector, providing secure communication between SCADA systems and sensors and 
developing a suite of tools able to detect several type of cyber-attacks on the base of an 
innovative analysis methodology of data collected from the field.



ID Activity	name 01 02 03 04 05 06 07 08 09 10 11 12 01 02 03 04 05 06 07 08 09 10 11 12
1 Secure	Water	project
2 			Acceptance	of	contributions
3 Requirements	&	Funcional	Analysis	-	WP1
4 			Document	on	State	of	the	Art
5 			Document	on		processes	and	procedures
6 			Cyber	security	requirements
7 Design	of	Technology	Solution	-	WP2
8 			SCADA	security	toolset	design	
9 			Data	and	information	fusion
10 	Implementation	-	WP3
11 			iGreen	installation	at	NITEL	testbed	
12 			Development	of	Concept	for	new	iGreen	Module	at	NITEL	
13 			Development	of	secure	communication	
14 Design	and	Implementation	of	Risk
15 				Empowerment	Procedures
16 System	Integration	and	Release	-	WP4
17 			Engineering	of	new	iGreen	Module	
18 			Installation	of	new	iGreen	Module	and	testing	at	NITEL	
19 Demonstration	and	Validation	-	WP5
20 			Installation	of	new	iGreen	Module	and	testing	in	Israel	
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BVTECH
• Development of Security Layer inside the Cyber Physical Devices through application of secure 

communication (including resilient mobile communication) and cryptographic algorithms included and 
integrated in the Cyber Physical System for critical infrastructure protection.

• Development of Security layer compliant with NIST framework for CPS in Critical Infrastructure, with 
specific test bed in the water management domain

NITEL (Campus Bio-Medico Unit)
• provide tools and methodologies to detect and cope with cyber-physical attack or faults.
• Testing the SECUREWATER solution on a water network testbed at University Campus Bio-Medico 

of Rome. 
IOSIGHT

• Improve the data collection/analysis software iGreen by developing additional modules to provide 
additional functions at SCADA level for optimizing the water management cycle, e.g., decision support 
modules, bad data detectors, modules to detect cyber attacks with consequences on the physical
process.
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What we do - contribution to the project



BVTECH/NITEL - Project Highlight

Project Objectives: Develop 3 products

• Tools/Procedures based on BV-Tech secure communication solution, namely Private Wave, to 
secure data exchanged between PLC’s and SCADA. 

• Leading Role: BVTech, supported by NITEL and IOSight
• Methodologies to detect and react to man-in-the-middle attacks and malicious data injections 

in ad-hoc field networks of smart sensors and actuators.
• Leading Role: NITEL, supported by BVTech and IOSight

• Anomaly detection engine and event management system for operational data above the 
existing iGreen platform. Leader: IOSIGHT

• NITEL: Initial Concept Development and support to engineering. 
• IOSIGHT: Engineering of the initial concept into a new iGreen module. 
• BVTECH: support, in particular for the secure communication among the different sub-

systems.



Testbed at University Campus Bio-Medico (NITEL)

• Simple water network physical process
• Full functional SCADA system
• Possibility to inject false data and perform several cyber attacks
• Possibility to simulate physical damages by opening manual valves



iGreen
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• Data collection software (from 
field, PLC, etc. One way only)

• Possibility to implement decision
support systems and real-time 
indicators based on colelcted data



Testbed in Israel

•The testbed replicates part of Jerusalem
water distribution network (in collaboration
with Hagion, Jerusalem’s water utility)

•The testbed is currently being configured
in order to include custom iGreen
modules



1 - Private Wave for Secure Water

Secure Communication in Cyber Physical System (CPS) 
BVTECH will implement secure mobile communication between the field or peripheral devices 
connected through mobile network and IACS central modules. 
BV TECH engineering staff will evolve and enhance its market leading Enterprise VOIP security 
suite for secure mobile and fixed voip communication.

Protocols will include:
• SRTP/TLS protocol with 128 bit key length for End to Site encryption with optional point of 

call registration and interception compliant with local laws.
• ZRTP/S protocol with 256 bit key length for  End to End encryption, 
• A dedicated server will allow also end-to-end communication, supporting the 

implementation of secure IoT and CPS devices inside the IACS architecture with specific 
references to resilience techniques through roaming schemes.

CPS security framework 
BVTECH will perform the Identification CPS assets and vulnerabilities of Critical Infrastructures 
systems and processes, assess risks and develop a  specialized frameworks for Security and  
Risk Management for CPS, with specific reference to CPS for water management and related 
SCADA systems. This activity will rely on standards such as ISO27001



1 - Private Wave for Secure Water

• Open Source and public technologies, with a security certified and monitored by the biggest
worldwide experts in this sector

• EVSS is a secure communications solution for voice and text messages composed by 
PrivateWave mobile application and PrivateServer

• PrivateWave app, software voice encryption 
for Smartphone:

• Android, iOS, Blackberry
• VoIP technology on LTE, 

UMTS, EDGE, GPRS, WIFI
• PrivateServer: Linux based secure PBX 

hardened following NSA/Linux guidelines. 
Provided as a virtual appliance to deploy
in cloud or on premise
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1 - Private Wave for Secure Water

• Two security models for encryption:
• End-to-Site: 

• between PrivateWave app and PrivateServer, it is available the integration within 
existing Corporate PBX to extend the secure telephony network

• End-to-End: 
• Mobile-mobile communications, only caller and callee are able to decrypt voice and 

messages
• Encryption protocols details:

• Approved by major standard institutes: NIST/FIPS
• Key exchange/agreement: RSA, ephemeral Diffie-Hellman (DHE), ephemeral Elliptic 

Curve Diffie-Hellman (ECDHE)
• SIP/HTTPS: TLS 1.2 with X.509 certificates
• Voice and messaging: AES256 with different key exchange method dependent on 

security model (SRTP/SDES for End-to-Site and ZRTP for End-to-End)
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2 – Coping with Man-in-the-middle attacks at field level

• Ad-hoc network of sensors at field level, no central orchestrator
• Nodes can communicate on a multi-hop basis
• As a consequence of an attack, Mallory becomes the sole interface

between Alice and Bob
• Mallory can send false data to Alice and Bob without being noticed

Distributed Calculation of Edge-Disjoint Spanning Trees for Robustifying
Distributed Algorithms against Man-in-the-Middle Attacks

Gabriele Oliva⇤,⇧,⇥, Sebastian Cioabă† and Christoforos N. Hadjicostis‡

Abstract—In this paper we provide a distributed methodology
to allow a network of agents, tasked to execute a distributed
algorithm, to overcome Man-in-the-middle attacks that aim at
steering the result of the algorithm towards inconsistent values
or dangerous configurations. We want the agents to be able to
restore the correct result of the algorithm in spite of the attacks.
To this end, we provide a distributed algorithm to let the set
of agents, interconnected by an undirected network topology,
construct several edge-disjoint spanning trees by assigning a label
to their incident edges. The ultimate objective is to use these
spanning trees to run multiple instances of the same distributed
algorithm in parallel, in order to be able to detect Man-in-the-
middle attacks or other faulty or malicious link behavior (e.g.,
when the instances yield different results) and to restore the
correct result (when the majority of instances is unaffected).
The proposed algorithm is lightweight and asynchronous, and is
based on iterated depth-first visits on the graph. We complement
the paper with a thorough analysis of the performance of the
proposed algorithms.

Keywords: Distributed Algorithms, Man-in-the-middle at-
tacks, Tree Packing Problem, Edge Disjoint Spanning Trees.

I. INTRODUCTION

Distributed algorithms, such as consensus algorithms [1],
[2], have been proven quite effective in allowing a set of
interconnected agents to perform complex global computa-
tions, optimizations, or other desirable operations, by means
of iterative, simple and local interactions among neighboring
agents. These algorithms, however, are often prone to failures
and malicious data manipulations, and there is a need to
provide reliable methodologies to overcome such issues.

Several solutions have been provided in the literature. For
example, in [3] a distributed Byzantine consensus algorithm
that tolerates message omissions by a subset of the agents is
provided; in [4] a related methodology for directed graphs is
developed; in [5] a framework that places emphasis on the trust
among the nodes is given. More recently, an adaptive finite-
time approach has been provided in [6], while a methodology
that can overcome actuator faults is presented in [7]; moreover,
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Alice Bob Alice Mallory Bob

Fig. 1. Example of Man-in-the-middle attack: Mallory intercepts all
communications between Alice and Bob. As a result of the attack, Mallory can
modify the content of messages exchanged between Alice and Bob, without
being noticed.

in [8] an approach that can handle a variable network structure
is proposed.

The above approaches focus on the agent’s behavior, while
malicious attacks affecting the links are typically neglected.

Among other issues, Man-in-the-middle (MITM) attacks
[9]–[11] represent an effective way to alter the data trans-
mitted by the agents, potentially steering the network towards
inconsistent results or dangerous configurations.

As shown in Figure 1, MITM attacks consist of an attacker
(Mallory) becoming the proxy for the communication between
two victim nodes (Alice and Bob). Specifically, Mallory in-
tercepts all messages between Alice and Bob and it sends
maliciously altered messages to Alice pretending to be Bob,
and vice-versa. In this way, Alice and Bob believe they are
directly communicating with each other, and are unable to
detect the attack.

A. Related Work: Fault-Tolerant Distributed Algorithms

In the literature there have been attempts to develop dis-
tributed algorithms and protocols having some resistance to
MITM attacks. In [12] Chiang et al. develop a methodology
for distributed time synchronization that has some robustness
to MITM attacks, in that only limited damage can be dealt by
malicious attackers, which can cause only constant delays. In
[13] a secure time synchronization protocol was developed,
based on pairing and identity-based cryptography. In [14]
RSSI information is used to spot spoofed messages. Such
approaches, however, require the implementation of sophisti-
cated countermeasures, which are often tailored to the specific
application (e.g., time synchronization).

Note that fault-tolerant message delivery protocols are often
implemented by constructing multiple paths on the network
[15]–[17], by requiring the existence of such disjoint paths
[18], or by building independent subnetworks [19], [20].

In this paper we follow such a perspective while facing
MITM attacks; our focus, therefore, is not on preventing the
occurrence of MITM attacks, but on guaranteeing that the dis-
tributed algorithm executed by the agents achieves its purpose,
in spite of successful MITM attacks. To achieve this result,
we partition the network into several Edge-Disjoint Spanning
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Fig. 5. Comparison between the algorithm from Roskind and Tarjan [27] (upper plot) and the DESTC Algorithm (lower plot), with respect to the same
random geometric graph with n = 30 and ⇢ = 0.65.
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Fig. 6. Comparison of the number of EDSTs found by the proposed algorithm (DESTC) against the algorithm from Roskind and Tarjan (R&T) [27] and
against the lower bound (LB) discussed in Section IV-C, considering random geometric graphs with n = 30 nodes and different choices of ⇢. Each plot
shows the distribution of the results for m = 500 trials.

from Roskind and Tarjan (R&T) [27] and against the lower
bound (LB) discussed in Section IV-C.

Figure 5 shows a comparison of DESTC (lower plots)
and [27] R&T (upper plots) on a particular instance with
n = 30 nodes and ⇢ = 0.65. As shown by the picture,
DESTC Algorithm finds 6 EDSTs, while the algorithm in [27]
finds ⌧(G) = 10 EDSTs. Within DESTC Algorithm, instead,
there are 122 spare links that constitute a disconnected graph,
implying that a different choice of the links would have yielded
a bigger number of EDSTs.

In Figure 6, we consider random geometric graphs with
n = 30 nodes and for each choice of ⇢ 2 [0.4, 0.95] we
generate 500 connected graphs. According to the figure, we
note that the median value for DESTC is above the one for
LB when ⇢  0.8; moreover, it can be noted that the 5

th

percentile for DESTC is above the median of LB for ⇢ = 0.4,
and it is above the 25

th percentile of LB for ⇢ = 0.45 For
higher values of ⇢, the results for DESTC and LB tend to
coincide. As for the comparison with R&T, it can be noted that
for ⇢ < 0.5 the results are comparable for the median values,

although R&T has better results in terms of 75

th and 95

th

percentile. For ⇢ � 0.5, instead, the 75th percentile for DESTC
is below the 25

th percentile for R&T, while for ⇢ � 0.75
the 75

th percentile for DESTC is below the 5

th percentile
for R&T. The results suggest that the proposed algorithm
has good performance for relatively sparse networks, while
it gets increasingly closer to the lower bound as ⇢ grows; it
should be noted, however, that the distributed setting is of
particular interest in the case of sparse networks, therefore the
proposed algorithm appears well justified. Note that, in the
above simulation, the EDSTs found by DESTC have average
diameter between 24 (⇢ = 0.4) and 25.67 (⇢ = 0.95), while
R&T obtains considerably smaller average diameter, being
between 8 and 10; in both cases, however, the average diameter
is well above the diameter of the graph being partitioned,
which in our trials is around 4 for ⇢ = 0.4 up to 2 for ⇢ = 0.95.

D. Coping with MITM Attacks

We now provide an example showing the potential of the
proposed approach in terms of detection of MITM attacks
and restoration of the correct result. We consider a random

• Partition the network in advance into K edge-disjoint spanning trees
• Nodes communicate in parallel over the K spanning trees
• A single link can compromise at most one spanning tree
• If the majority of spanning trees is not affected the correct message

can be identified by majority decision
• We want the nodes to partition the edges in spanning trees with no 

central coordination à distributed algorithm
• Optimal algorithms to find the maximum number of disjoint

spanning trees are not feasible for distributed implementation



2 – Coping with Man-in-the-middle attacks: our algorithm

v1

v2

v3

v4

v5 v1

v2

v3

v4

v5

Fig. 2. Comparison between depth-first visit (left plot) and breadth-first visit
(right plot) starting from node v1. In the first case we get 2 EDSTs (red dashed
and blue dotted edges), while in the second case we obtain a single spanning
tree. However, the diameter obtained for the breadth-first visit is considerably
smaller than the diameter of the EDSTs obtained via the depth-first visit.

Subgraphs (EDSSGs), i.e., connected subgraphs spanning all
the nodes and not having common edges. Once these EDSSGs
are defined, the agents run independent instances of the same
distributed algorithm over each EDSSG. By comparing the
results obtained by the different instances of the algorithm,
which are supposed to yield the same result under nominal
conditions, the agents are able to detect the attack (e.g., when
the results obtained are not all the same) and to restore the
correct value (when the majority of instances are unaffected).

In order to achieve this result in a distributed way, we
develop a methodology to let the agents in the network
partition their incident links in order to construct several Edge-
Disjoint Spanning Trees (EDSTs) over the network, with the
aim to use these EDSTs as the backbone for the EDSSGs.

B. Related Work: Edge-Disjoint Spanning Trees

The problem of finding the maximum number of ED-
STs over a graph, often referred to as the Tree Packing
Problem has been faced since the beginning of the 1960’s
when mathematicians like Tutte [21] and Nash-Williams [22]
provided the same combinatorial conditions to calculate the
maximum number of EDSTs. Other theoretical results include
a shorter proof of the Tutte-Nash-Williams condition [23], and
a characterization of the number of spanning trees based on the
eigenvalues of the adjacency or Laplacian matrices of regular
graphs [24], further extended to general graphs in [25]. In [26]
the authors characterize the expected minimum total weight of
a number of EDSTs over complete weighted graphs.

From an algorithmic point of view, there are several ap-
proaches for obtaining EDSTs in the literature, and they are
intrinsically centralized. The centralized algorithm in [15]
calculates two EDSTs; the algorithm presented in [27] is based
on the work of Edmonds on matroid theory [28] and is able
to construct the maximum number of EDSTs in a graph in
polynomial time. Available distributed approaches are limited
to extremely particular structures, such as hypercubes [29] or
twisted cubes [30].

C. Contribution and Paper Outline

In this paper we provide a lightweight and asynchronous,
yet suboptimal, algorithm that iteratively lets the agents label
their incident links as part of different EDSTs. The key idea
behind the algorithm is that, in order to increase the chances

to have several edge-disjoint spanning trees, a good strategy
is to resort to iterated depth-first visits of the graph, each time
removing edges that have been labeled in previous iterations.

The procedure is iterated as long as it is possible, i.e., until
the remaining links form a disconnected graph, as shown in
the left plot of Figure 2, where 2 EDSTs are found. Other
approaches, such as a breadth-first visit (see the right plot in
Figure 2) are not suitable for the problem at hand, as in the
breadth-first visit all links that are incident to the starting node
are used for constructing the first EDST, thus preventing the
construction of additional EDSTs.

The proposed approach, apart from constructing several ED-
STs, also allows the nodes to calculate useful meta-information
such as the diameter of each EDST and the number of nodes
in the network.

The outline of the paper is as follows: Section II pro-
vides some preliminary definitions; Section III introduces the
problem at hand and discusses the motivations underlying the
proposed approach; Section IV collects some classical theo-
retical and algorithmic results related to finding the maximum
number of EDSTs in a graph; Sections V and VI introduce
the proposed algorithms for finding a single spanning tree, and
several EDSTs, respectively; Section VII provides a simulation
campaign aimed at assessing the performances of the proposed
approach, while some conclusions and future work directions
are collected in Section VIII.

II. PRELIMINARIES

Let G = {V,E} be a graph with n nodes V =

{v1, v2, . . . , vn} and e edges E ✓ V ⇥V , where (vi, vj) 2 E
captures the existence of a communication link from node vi
to node vj . A graph is said to be undirected if (vi, vj) 2 E
whenever (vj , vi) 2 E, and is said to be directed otherwise.

A path P over a graph G = {V,E} is a sequence of nodes
vi1 , . . . , vit such that (vik , vik+1) 2 E for k = 1, 2, ..., t � 1;
the length of the path is the number of edges involved (t� 1)
and it is denoted by|P | = t� 1. A cycle is a path of nonzero
length that starts and ends at the same node, while a path is
called simple if it does not contain cycles. A minimum path
between vi and vj is a simple path from vi to vj with minimum
length. An undirected graph is connected if for each pair of
nodes vi, vj there is a simple path over G that connects them.
An acyclic graph is a graph without cycles.

In the following, although some of the results discussed in
Section IV apply to multigraphs (i.e., graphs with multiple
instances of an edge between the same pair of nodes) and to
graphs with self-loops (links in the form (vi, vi)), we will
consider undirected connected graphs without self-loops or
multiple edges.

Let the neighborhood Ni of node vi be the set of nodes
vj such that (vj , vi) 2 E. The degree di of a node vi is the
number of its edges, i.e., di = |Ni|. Let Pij be the minimum
path connecting node vi to node vj , with vi, vj 2 V . The
eccentricity of node vi 2 V is given by

✏i = max

vj2V \{vi}
{|Pij |},

• Construct a spanning tree via depth-first visit
• “remove” the links in the spanning tree
• Construct a spanning tree over the residual graph
• Iterate until the graph is disconnected
• Suboptimal, but finds a good number of spanning trees in practice
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2 – Coping with Man-in-the-middle attacks: simulation results
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3 - Anomaly detection engine

• Construct a suite of indicators of cyber-physical anomaly
• Measure based (e.g., bad data detector)
• Coherence based (e.g., statistical correlation)
• Model based (e.g., dynamically assessing deviations of the physical

model from a real-time dynamic model of the nominal process)
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Project’s status

• PRODUCT 1 STATUS: currently under 
development, the Private Wave suite is being
customized for the testbed at University campus Bio-
medico

• PRODUCT 2 STATUS: methodology developed and 
tested in simulation. Ad-hoc sensor network to be 
interconnected to the testbed is currently under 
deployment

• PRODUCT 3 STATUS: first simple measure-based
indicators being tested and incorporated in iGreen
framework



Thank you for your attention!
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