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Towards the Smart Grid

Generation Transmission Distribution _ Consumers (& producers)

Traditional energy flow

< Bidirectional energy flows

A Renewable and distributed generation

A European Commission (EC) has set a goal to meet at least 40 percent of the
continentds demand for electrical powe:

A Electric vehicle charging

Distribution System Operators (DSO) will need to make

major changes to the way they run the distribution network.




]E(G:R][]D)

Towards the Smart Grid

New challenges for DSOs

Generation Transmission Distribution _ Consumers (& producers)
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Increases the Complexity & the Exposure of the electricity grid to Cyber Threats



Level of (smart) automation
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SEGRID
How did SEGRID approach these challenges?

SEGRI D6s main objective

protection of smart grids against cyber-attacks.

Use cases guided
activities e.g.
ARisk Assessment

Smart Energy

threats

5 _
.- AGap analysis &
g 2 roadmap
0 2
=2 ADevelopment of
g S Known : :
53 o innovative

o vulnerability
assessment tools
0 security solutions
ATest & evaluate

developed solutions

— 2) Load balancing centrally

]

Y — 1) Smart Metering

IST

Current
Energy Grid

Time
—_—



SEGRID Innovations ']EGR][]D)

Risk

U o, can read more about SRMM
In IEEE Computer; April 2017

management

SEGRID overall apgroach to risk management

COVER FEATURE SECURITY RISK ASSESSMENT

Changes in:
A Threat lan
A Infrastruct
A Business

A Risk appe

Ll SRMM

An Enhanced Risk-
Assessment Methodology
for Smart Grids

Jualtn E.. Rossabs, ABE Nomway

Relnder Wotthuls and Frank Fransen, THO

‘Gunnar Bjtrkman, Royal Insttute of Technology, KTH
Nuno Medelros, EDF

»

Cyberattacks on power grids are pushing threat and risk
assessment to anather complexity level As part of its
scope, the EU's Security for Smart Eleciricity Grids (SEGRID)
project was tasked with building on existing methods to
address the interdependencies characteristic of o smart

- O - S S S D S S S S S . . . .. arid. The authors desaribe the resuitingmethodology. j == == ==

s society’s electrical needs evolve, smart the cost will likely be a dramatic inerease in opp:

orta-
‘power grids must be able ta adapt to fluctu-  nities for large-seale eyberattacks, which will require
ating demand from renewable voltage gen-  deeper risk assessments. Indeed, sophisticatad cyber-

eration and innovations such as electric  attacks on control systems have already occurred, engh
vehicles. To remain flexibie, tilities need torethink tra-  neered by highly mativated threat sources and earried
n ditional operations, moving from the top-down hierar  out by skilled attackers. For example, in2010 industrial
chical spproach in supervisory control and data acquisl-  control systems at the nuclear enrichment facility in
i tion [SCADA] systemstoa distributed approach withan  Matanz, Iran, were damaged by Stuxnet malware,’ and
aS S e S S I I I e n i inereased heterogeneous levl of observability, control-  in 2015 a cyberattack on the Ukrainian lectricity dis-
lability, and automation. tribution network caused 2 regional blackout *? Given
! Inthis new environment, distribution system opers- be

rtin—and

D30s)
sibility for—controlling and influencing power fows  Smart power grids pose extreme challenges for
in medium- and lowvoltage grids. They will see more  risk assessment. The threat and vulnsrability land-
automatic functions such as selfhealing networks bur  scape continues to change unprdictably a5 new threar
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Risk Security solutions & technologies developed by SEGRID
management A Trusted Platform

Resilient SCADA systems

IDS and authentication in mesh networks
Robustness and scalable (D)TLS
Resilient communication infrastructure
Key management for group software distribution
Privacy by design - privacy design patterns
Prevention of Injection Attacks in DBMS

@ Vulnerability Detection and Correction with WAP
\ ——

Security & Privacy Architecture /

SEGRID

»

with SEGRID security solutions Cost
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Risk
management

Toward dynamic / real-

Periodic update : )
time risk management

SEGRID overalapproach o risk management

Changes in:
A Threat landscape
A Infrastructure
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Risk
management

Toward dynamic / real-

Periodic update : )
time risk management

SEGRID overalapproach o risk management
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Risk
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SEGRID Results ]EGR][]D)

SEGRID
Whitepaper

SEGRID Summit
October 2nd 2017




